Cisco — Troubleshooting OSPF



Cisco — Troubleshooting OSPF

Table of Contents

TN o =TT aTo o (1T M IS PP :
Interactive This documenbffers customizedanalysisof your CiSCOdeVICE...........uvvvvevirverieerveereenee. 1
a0 [U o110 F TR

LS TCa 0] (oI 0 U I == o [ PP
(OF0 )81 VZ=] 01110 8 1<
[ (=10 [N IS 1= USSR PUPRURTRURY
(@10 101 0T0] L=y 0] K3 T o PP z
V=TT I o 10T o] F=Y] aTo e e ol fo i od = Uy PP 2
TroubleshootingSPENEIGhDOISIAtES. ... s 3
Troubleshootindhe OSPEROULINGTADIE ... s 4
TroubleshOOtINEDSPEINIE STALE ......cciiiiiiiiiieee e 5
TroubleshOOtINEISPEMTU.......coiiiiiiiiieeeeeee e, 6
Troubleshooting SPECOIUPIPACKELS.........ccoi et aanes 7
TroubleshOOtiINED SPETWO—WAY STALE. .........uuuuuiiuuiiiiiiiiiiiiiiieeeeeerreeraeeseesreserreereeseeeeeeereeereereeerrrrrrrrrrrrrrrrrrrrerees 8
TroubleShOOtINED SP ELINKS. ... ..ciiiiiiiiiiis i ie s et e et e et e e e s se s s ee s st e st ss st ss s s s s sssnsssssnnnsennnees 9
TroubleShOOtNGEUIL AQJACENCY. ... .uuuuuuuuiiuuiiitiiitituteeeteeaeeareeeeeeaees e essbasssssssssssssssesssssssssssssssessesssessseeseessereeeeeeeees 10
Troubleshootindexternallink—StateAdVEItISEMENIS. ........ccvviiviiiiiiiiiieieeeeeeeee e 11
Troubleshootin®SPENBMA NEIWOIKS........cooiiiiieiieeeee e, 12
010 0] 2T Ao o e ot oy oo BN P 13
TroubleshootindNeighbOrSOVEIPRI.........oooiiii e, 13
B (o100 =TT oo o T a T PP PPTPPPPP 1.
TroubleshootiNANE O SPEINIEITACE. ... ...uuuuriiiiiiiiiiiiiiiittieerireeeeereeereeereesseesessseesseessaesseessereerereeeeresrrererrrrrereeeeeees 15
TroubleshootingrrameRelayENVIFONMENL.............ooviiiiiiiieeeee e, 16
TroubleshootindEXternalROULEPIOBIEIMS. ... ... .. ee e b e be e b eesbssessssessssssssesssnssees 17
TroubleshOOtINANEIWOIK TYPE. ......cce e e e et e e anananes 18
BN o0 o LT ale e [T DS o AN (== U LY/ 1= PP 19
Troubleshootindhe Hello/DeaAINtEIVAL..........ceviiiiiiiiiiiiiieeeeee e, 20
B 010 0] 2T Ao o e ot o oo BN P 21
Troubleshootin®SPENBMA NEIWOIKS........cooiiiiiiiiee e, 22

RS B =Ye [ 10T (A= 11T o) o NPT 2



Troubleshooting OSPF

Interactive: This document offers customized analysis of your Cisco
device.

Introduction
Before You Begin

Conventions

Prerequisites

Components Used
Main Troubleshooting Flowchart
Troubleshooting OSPF Neighbor States
Troubleshooting the OSPF Routing Table
Troubleshooting OSPF Init State
Troubleshooting OSPF MTU
Troubleshooting OSPF Corrupt Packets
Troubleshooting OSPF Two-Way State
Troubleshooting OSPF Links
Troubleshooting Full Adjacency
Troubleshooting External Link—State Advertisements
Troubleshooting OSPF NBMA Networks
Troubleshooting Access Lists
Troubleshooting Neighbors over PRI
Troubleshooting Ping
Troubleshooting the OSPF Interface
Troubleshooting Frame Relay Environment
Troubleshooting External Route Problems
Troubleshooting Network Type
Troubleshooting OSPF Area Type
Troubleshooting the Hello/Dead Interval
Troubleshooting Access Lists
Troubleshooting OSPF NBMA Networks
Related Information

Introduction

This document provides troubleshooting information for common problems with Open Shortest Path First
(OSPF). To see more infomation, or to go to the next flowchart, click the command boxes in red.

Before You Begin

Conventions

For more information on document conventions, see the Cisco Technical Tips Conventions.

Prerequisites

There are no specific prerequisites for this document.
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Components Used
This document is not restricted to specific software and hardware versions.
The information presented in this document was created from devices in a specific lab environment. All of th

devices used in this document started with a cleared (default) configuration. If you are working in a live
network, ensure that you understand the potential impact of any command before using it.

Main Troubleshooting Flowchart

If you have the output of a show ip ospf neighbor, show ip ospf neighbor, or show tech—support command
from your Cisco device, you can use to display potential issues and fixes. To use, you must be a registered
customer, be logged in, and have JavaScript enabled.

You can use Output Interpreter to display potential issues and fixes. To use Output Interpreter, you must be
registered customer, be logged in, and have JavaScript enabled.
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(o)

Which symptom
hest describes
your problem?

Receiving "ospf-4-badlsa type ernor"
message

( Main 1 |

h 4

This indicates thatthe

F

Receiving "cant allocate router-id"
message when configuring OSPF

resolve the problem.

QSPF packetis being corrupted by

layer 2 or software. Ifthe senderis sending Typeb
MOSPF packets then you need to ignore it by configuring
ignore Isa mospf. Open a TAC case ifthis does note

h 4

Receiving "ospf-4-errrcy' message

Faor OSPF process to hegin, the router must have an
interface with a valid IP address in the state up/ line
protocol. Ifyou are running maore than one OSPF process,
make sure you have at least one interface that meets these
criteria for each OSPF process.

Routes {static or dynamic) are not
heing redistributed into OSPF

h 4

Please refer to What Do %0OSPF-4-
ERRRCY Error Messages Mean?

Is the route in No —,

guestion a defaul

route?

Acommon mistake is to leave the
keywaord "subnets" out of the
redistribute command. Verify your
config, then open a TAC caseifthis
did not help.

Yes

Please see How Does OSPF
Generate Default Routes?

Receiving "ospf unknown protocol!
message when configuring OSPF

Is OSPF heing

configured ona
Cisco16000r
Cisco8007?

Please see OSPF Tips for the Cisco
1600 and 800

Mo »

Open TAC Case

QSPF routers not establishing FULL
neighbors (NOTE: neighbors willnot
he formed over secondary networks)

—oGJSPF NeighborStates)

QSPF routes missing from routing
tahle

—»COSPF Route Check )

Troubleshooting OSPF Neighbor States
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OSPF Neighbor
States

hat is the state ofthe OSPF
neighbor when issuingthe
show ip ospf neighbor
command?

state = init Init State Check

state = exstart or MTL or Layer2
exchange Check

X

Corrupted Packet

state = loading Check

h

state = 2way Twvo-Way Check

h

Mo comand output

. Link Check
received

X

Troubleshooting the OSPF Routing Table
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COSPF Route Check)

h 4

Determine what type of routes are
missing from the routing table

hattype of OSP
routes are you missing
om the routing table?

ALL OSPF routes?

v
Only External routes?

another routing process)

h 4
Only Summary Routes?

(Routes originated from 4»<

Full Adjacency Check )

External LSA Check >

(Routes originating from
another area)

h 4

NSSA routes

h 4

Carefully check area 0 and
verify thatitis contiguous.
Ifthe prohlem persists,
open a TAC case.

Open TAC case

Troubleshooting OSPF Init State
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[ Init State Check )

h 4

State = INIT implies that the local router (router showing neighborin

INIT state) has seen OSPF hellos from the neighbor hut the neighbor

has not seen OSPF hellos from local router. Need to determine wiwy
neighbor is not seeing hellos.

NBMA Broadcast
Check

Are the authentication
type and keys the same
on both neighring router
interfaces?

s OSPF authentication being
used on neighboring interfaces?
{Useshow ip ospf interface
command to find ouf

Yes

No

ACL Check |« Yes

h 4

Check physical cabling. If a
LAN switch separatesthe
neighboring routers, verify

switch setting. Open a TAC

caseif prohlem persists.

Troubleshooting OSPF MTU
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Authentication
type and keys
must match




MTUiLayer 2
Check

h 4

Determine if prohlem is MTU or
another layer 2 prohlem

Is the MTU the same for the
neighboring interfaces?
{(Use the show ip interface
command to find out)

Yes

Can you ping the neighboring
interface IP address with a large
ping packet?

Yes

¥

@eighbms over PRI Check)

MNO ——

MTU must be the same for
hoth neighboring links

N —m

Problem is related to layer
2. Cant pass large packets.
Check cabling and hubs.
Open a TAC case ifthis
doesntfix the prohlem.

Troubleshooting OSPF Corrupt Packets
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Corrupted Pack
Check

Determine if packets are getting
corrupted.

If neighhor adjacency

does not becaome full

after a few moments,
open a TAC case

Are "OSPF-4-BADLSA type’
error messages seenonthe
console?

N —

Yes

Troubleshooting OSPF Two-Way State
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[ Two-Waycheck |

Determine if two-way is the problem.

Are neighbors attached over
hroadcast media, such as Ethemet
or Token Ring? (Useshow ip ospf
interface command to determine

Y?S

s the OSPF networ
type broadcast? (Use

show ip ospf interface
command to check)

MNo—w Open TAC case

Yes

Does this router have
FULL adjacency with the
DR and BDR? (Useshow ip

MNo

s OSPF priority 0
configured on both
neighboring interfaces?
(Useshow ip ospf
interface to check)

This is normal behavior. Refer toWhy Does the
show ip ospfneighbor Command Reveal
MNeighbors Stuck in 2-YWay State?

Priarity 0 does not allow routers to
he elected as DR or BDR. Change
the priority to 1. Did this fix the
problem?

Yes —m

No

QOpen a TAC case

Troubleshooting OSPF Links
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[ LinkCheck )

h 4

Determine the state ofthe link

Is the interface that
connects to the neighhor
have a status of up/ line
protocol up? (Useshow ip
interface to check)

Ping Check

h 4
SPF Interface
Check

NO —m

Interface must hawe
status of up/ line protocol
up. Checkthat the
interface is enahled inthe
configuration with the no
shut command. Verify
physical connections.

Troubleshooting Full Adjacency
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<Full Adjacency Check)

s router forming ful
QOSPF adjacency with the
heighbor (in point-to-point links)
orthe DR from which you
should he learning the route?
(Useshow ip ospf
neighbor to check)

No Check OSPF
MNeighbor States

Yes

|5 this router
connected to neighhar
via redundant serial
links?

Mo Frame Relay
Environment check

»

Yes

erify physical links are
not swapped. Refer to Why
Are Some OSPF Routes in the
Database hut Mot the Routing
ahle? Is problem fixed?

Mo

Troubleshooting External Link—State Advertisements
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External LSA Check

Does the external
LSA existinthe OSPF

database? (Useshow ip
ospf database ext X.X.X.X
to check)

Does the
ariginating router
have the LSA in its
QSPF database?

Mo

External Route
Prablem Check

Yes

|5 the forwarding

Open TAC Case

Yes

address 0.0.00?

No

Is forwarding
address known asan
internal OSPF route?
{(Useshow ip route
X.X.X.X to check)

Forwarding address
MNo—» musthbe aninter or
intra area route.

QOpen TAC Case

Troubleshooting OSPF NBMA Networks
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Q\JBMA Broadcast ChecD

Add the broadcast
keywoard whichis
needed in order for

Are neighboring
routers attached via NBMA

Is the "broadcast'

network where map statements Yes keyword used on the No
are necessary (such as Frame map statements? : multicast’
Relay map g hroadcast hellosto
he sent

or dialer maps)

Return to Did this fix

No .':Q;Eﬂus/“' No the problem?

Troubleshooting Access Lists

ACL Check

If necessary, you
must modified the
Yes - ACL sothatit
doesn'tinterfere
with OSPF.

Are there any inbound
or outbound ACLs configured
on the neighharing interfaces?
(Useshow ip interface
to check)

Disable ACL. Did this
solve the problem?

Return to
previous
flowy

Troubleshooting Neighbors over PRI
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MNeighbors aver
PRI Check

h 4

MNeed to determine if router is connected with
multiple neighbors over the PRI interface.

Are neighbors connected
via PRIBRI link?

Yes

Is OSPF network type point
to multipoint?

{Use show ip ospf interface

command to check)

NO —m

Open a TAC case

MO —m

Configure all neighboring
links as OSPF pointto
multipoint. Refer to
Configuring OSPF for mare
detailed infarmation.

Did this fix

No

MNo

[ ACLCheck }

Troubleshooting Ping
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Ping Check

Can you ping the
neighboring interface's
IP address?

Yes —m Link Check

Mo

eighhoring interfaces
have inbound ACLs?
Useshow ip interface
to check)

Yes Can you ping the Yes
eighboring interface

nowe?

Mo

+

Mo Link Check

Open TAC case

Troubleshooting the OSPF Interface
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QSPF Interface
Check

h 4

QSPF enahled on
interface check

S OSPF configured on hotf
neighboring interfaces?
{Useshow ip ospf

interface to check)

Yes

|5 either of the
neighboring interfaces
configured as passive
interfaces under OSPF?
{Useshow ip ospf
interface to check)

Mo

MNetwork Type
Check

Troubleshooting Frame Relay Environment
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MNO —

Enahle OSPF on
hoth neighboring
interfaces

QSPF will not
send hellosand
won't form
neighbors overa
passive interface




Frame Relay
Environment Check

|5 this a Frame
elay environment?

Yes

Is the OSPF
netwark type point
to multipoint? (Use show
ip ospf interface to
check)

Yes

'

Open TAC case

NO —

MO

Open TAC case

In a Frame Relay environment, we
recommend using the pointto
multipoint OSPF network type. See
Prohlems with Running OSPF in
NBMA Mode over Frame Relay. Ifthe
prohlem persists, open a TAC case.

Troubleshooting External Route Problems
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External Route
Problem Check

Determine why the external
route is not in the database of
originating router

S ariginating
router trying to
redistribute into
a stub area?

Mo

Are you using
he "subnets" keyword
with the redistribution
command?

Yes

+

Open TAC Case

Yes —m

External routers are not
allowed in a stub area.

N —

Make sure configuration
includes "subnets”
keyword.

Troubleshooting Network Type
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MNetwark Type
Check
h 4

Determine OSPF network type
for neighboing interfaces

Is the OSPF
hetwork type broadcast for
the neighboring interfaces?
Use show ip ospf interface

N —m

to check)

Open TAC case

Yes

s the subnet mask
the same for the

neighboring interfaces?
{Useshow ip ospf
interface to check)

NO —m

For hroadcast newtwork type
the subnet mask must bethe
same for all neighbors.

Yes

Area Type Check

Troubleshooting OSPF Area Type
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Area Type
Check

h 4

Determine if neighhoring
intefaces are configuredin
same area

Are neighboring
interfaces configuredin
the same area?
(Useshow ip ospf
interface to check

Yes

Are neighboring
nterfaces in same type
of area, such as stub
ornssa? (Useshow ip
ospf to check)

Yes
¥

(NBMA BroadcastChecD
v
(HeIIDIDead Interval Check)

NO —m

MNeighboring interfaces
must he inthe same area
for successful neighbor
negotiation

NO —

MNeighhoring interfaces
must be in the same type
of area for successiul
neighbor negotiation

Troubleshooting the Hello/Dead Interval
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Hello/Dead
Interval Check

Check for other possihle
mismatched parameters

Are the dead and
ello timers the same farthe
neighboring interfaces?
{Useshow ip ospf

interface to check)

Timers must
match far
Mo — neighbor
negotiation to be
successiul

Yes

v

Rundebug ip
ospf adj or
openaTAC

case

Troubleshooting Access Lists

ACL Check

Are there any inbound
or outbound ACLs configured
on the neighharing interfaces?
{Useshow ip interface
to check)

If necessary, you
must modified the
Yes - ACL sothatit
doesnt interfere
with OSPF.

Disable ACL. Did this
solve the prohlem?

Return to
previous
flowy
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Troubleshooting OSPF NBMA Networks

(NBMA Broadcast Check)

Add the broadcast
keywoard whichis
needed in order for

Are neighboring
routers attached via NBMA

Is the "broadcast’

network where map statements e keyword used on the K5
are necessary (such as Frame map statements? : multicast
Relay map : hroadcast hellosto
he sent

or dialer maps)

Yes

Did this fix

No the problem?

No

Related Information

e OSPF Support Page
» Technical Support — Cisco Systems

All contents are Copyright © 1992-2003 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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